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Answer question No. 1 and any four from the rest.

1. Answer the following questions : (10 x 1 = 10)

(i) In asymmetric key cryptography, the private key is kept by R
(a) sender
(b) . receiver
(c) sender and receiver

(d) all the connected devices to the network

(i) In cryptography, the order of the letters in a message is rearranged by

o &

(a) transpo’gﬁ;ional ciphers
(b) substitution ciphers
(c) both transpositional ciphers and substitution ciphers

(d) quadratic ciphers

(iii). Which of the following is not a principle of data security?
(@) Data Confidentiality
(b) Data Integrity
(¢) Authentication -
(d) None of the above
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(iv) Which of the followiné security attacks i1s not an active attack?
(a) Masquerade
(b) Modification of message
(¢) Denial of service
(d) Traffic analysis

(v) "A key is a string of bits used by a cryptographie algorithm to transform
plain text inte cipher text." Which of the following is capable of becoming a
key in a cryptographic algorithm?

(a) An integer values
(b) A square matrix
(¢) An array of characters (i.e. a String)
(d) All of the above '
(vi) A mechanism used to encrypt and decrypt data

(@ Cryptography L LBRASA
() Algorithm crONDIRYE )
(¢) Data flow . ana gd:\:‘“ e '
(d) None of these RS
(vii) Conventional cryptography also known as ——————— encryption.

(a) asymmetric-key
(b) logical-key
(c) symmetric-key
(d) None of these
(viii) Security Goals of Cryptograr;hy are
(a) Confidentiality
(b) Authenticity
(¢) Data integrity
(d) Non-repudiation
(e) All of these

(ix) Which of the following cipher techniques include the involvement of matrix
operations in their algorithms of encryption and decryption?

(a) Hill Cipher

(b) Playfair cipher
(¢) Both (a) and (b)
(d) None of the above
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(x) Cryptanalysis is used
(a) to find some insecurity ina cryptographic scheme
(b) to increase the speed
(c) toencrypt the data

(d) to make new ciphers
2.  Answer the following questions

(a) What is passive device in terms of network security? Explain how it is
different from active devices? (5)

(b) Explain the security threat Masquerading with suitable example. (5)

(¢) Explain the relation between the different security services and security
mechanism. (B)

(a) Explain the encryption and Decryption process of Hill Cipher considering
plaintext “INDIA” and key” T (7

[2 3
13 6

(b) Explain Vernam Cipher Encryption and Decryption process considering
plaintext as “JORHAT” and Key as “ACTIVE” (2x4=8)

4.  Answer the following questions

(a) What is Symmetric Encrypfion? What are the different types of Symmetric
Encryption technique? Explain with example. (@)

(b) Explain with suitable example the difference between Monoalphabetic
Cipher and Polyalphbetic Cipher? (5)

(¢) Explain the working procedure of PlayFair Cipher. (3)
5. - Answer the following questions

(a) Caesar Cipher is Monoalphabetic or Polyalphbetic cipher? Considering the
plaintext as “HIMALAYA” and Key=5. Explain the Encryption and
Decryption Technique using Caesar Cipher Encryption Technique.

(2+3+3=8)

(b) What is a Digital Signature? Explain the working of Digital Signature. (7)

BCA 171502 3 [Turn over



6. Answer the following questions
(a) Explain security threat Replaying with an example. (3)

(b) Considering the plaintext as “«CRICKET” and Key is “BALL". Explain the
Encryption and Decryption Technique using PlayFair Symmetric
Encryption Technique. 2x4=8)

(¢) Explain "how Vigenere Cipher Technique works considering Plaintext
«TELEPHONE” and key “MOBILE". 4)

7. Answer the following questions

(a) - Explain the goals of network security. (4)
(b) What is Repudiation? Explain with example. (5)
(¢) What is the difference between Snooping and Spoofing. (6)
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