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Answer Question No. 1 and any four from the rest

1. Choose the correct answer :

(10 x 1 =10)

(i) Use Caesar’s Cipher to decipher the message : HQFUBSWHG WHAW
| (@) ABANDONED LOCK (b) ENCRYPTED TEXT
(¢0 ABANDONED TEXT - (d) ENCRYPETED LOCK
(i1) ’Ili‘he S-Box is used to provide confusion, as it is dependent on the unknown
ey.
(a): True
(b) False
(iii) MAC defences : properties of a message.
(a) Integrity (b) Authenticity
(c) Confidentiality (d) Both (a) and (b)
(iv) A smail program that changes the way a computer operates:
(a) Worm - () Trojan
(¢0 Bomb (d) Virus
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The man-in-the-middle attack can endanger the security of the
Diffie-Hellman method if two parties are not

(a) Authenticated : () Encrypted
© Communicated (d) Separated
(vi) Malware stands for
(a) Multipurpose Software (b) Malfunctioned software
(¢) Malicious Software - (d) None of the above
(vii) Which of the foﬂowing is used for encrypting data at the network level
(a) HTTPS (b) SMTP
() TIPSec d) SMIME

(viil) Identify the term which denotes the protection of data from modification by

(ix)

x)

2. (a)
(©)

(e)

(d)

3. (@
()

(©)

unknown users

(a) Authentication () Confidentiality

(c) Integrity @ Non-repudi'atibn
The certificate authority sings the digital certificate with
(a) User’s public key () User’s private key
(¢) Its own public key (d) Its own private key

Public Key System is useful because
(a) It uses two keys

(b) No key distribution problem as public key can be kept on a commonly
accessible database

BINA CHOWDH )y
i 3 JRY CENT.
(c) Private key can be kept secret (GIMT 2 GIPS;?AL LIBRARY

S : - Azara, Ha

(d) It's symmetric key system Gy \A?ahan“(_hg\gfg?;a

Explain the OSI security architecture. (7
What are the general approaches to attacking a cipher? Compare stream
cipher with block cipher. (3)
Encrypt the following using play fair cipher using the keyword
MONARCHY. “SWARAJ IS MY BIRTH RIGHT”. ' (3)
Encrypt the plain text “MEET TOMORROW" using Rail fence Technique,
where the secret key is 3. (2)
What is traffic Padding? (2)
What is the role of a key distribution center (KDC) in symmetric
encryption? 3
Explain DES with proper diagram. What is Avalanche effect? (10)
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4. (a)

Using the RSA algorithm, encrypt message M where p=7, g=11,

e=17, M=8. )
(b) Explain Diffie-Hellman key Exchange with example. State its merits and
demerits. : (10)
5. (a) Differentiate MAC and Hash function. (3)
(b) Explain the approaches for Digital Signatures based on Public Key
Encryption. (4)
(©) Describe the MD5 algorithm with necessary block diagrams. (8)
6. (a) Define SMIME. What is the role of Ticket Granting Server in Kerberos? (5)
(b) What are the security options PGP allows when sending an email
message”? ) : )
(¢) Describe the SSL Specific protocol — Handshake action in detail. (5)
7. (a) Explain the different phases a virus go through in its lifetime? (5)
() Explain any two approaches for intrusion detection. Explain different types
of firewalls? BINA CHOWDHURY ¢ (10)
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a atkhe
8 Write a short note on (Any three). Gm':a'h}_a‘tim_l L s (15)
(@) Meet in the Middle Attack.
() X.509.
(¢) Blowfish.
(d) Kerberos.
(e) Public Key Encryption.
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